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ABSTRACT 

1 . Field of the invention 

The present invention relates to an authentication technique for 
excluding the illegal telephone call by the illegal reproduction of the mobile 
communication terminal. 



2. Technical object of the invention 

The present invention is to provide a mobile communication terminal 
having a smart card and a method for authenticating a subscriber and updating 
shared secret data using the same. 

3. The present invention provides a mobile communication terminal having 
a smart card and a method for authenticating a subscriber and updating shared 
secret data using the same which can exclude an illegal telephone call by an 
illegal reproduction terminal by applying the advantage of the smart card and at 
the same time, provide new services, for example, a roaming, pre-paid service 
and banking service among different systems easily. 

4. Usage of the invention 

The present invention is used to authenticate a mobile communication 
terminal. 



(51)o|nt. Cl. s 
H04B 7/12 



(19) CH&&J^^S|3J (KR) 

(12) ^mmm^^(Bi) 

(11) §^2 <!> 
(24) mm^xi 



10-0228021 

1 999^ 08^ 06^ 



(2i) 

(22) 



10-1996-0075479 
1996^121^28^ 



(65) 
(43) 



^1998-0056214 
1998^09^25^ 



(73) mtr\^X[ 
(72) SS» 



(74) CH£I°! 



(HI £311 01 g HI §^13 A* AiS^ 
AI»«AI §^ teTCHSSB:?!- 267 

CHSlf^AI 2°!§ ^S^gOHEhM 112-1202 

CH5ISHAI 3°J§ ^^^EOmi-M 112-1401 

[H^^^AI 2£J^ *i£50HI>M 301-404 
CHSU-^AI *!^3£0HIhM 212-901 



(54) ^OhM ^HB ^Hltf 0|g^2 S! 3# 01 7h3» S!SSB» HI^HOIEI 9£!&S 



1. g^g?lCHI US 01 ^ ^IsgOt 

2. ST30I SHIS ha H ^1^^ mil 

s ggs ^OfM '5^E1 ^til^ Ol^l£] S! 31 0|g*> 7>SAh °!S^SS fliSmUtt *J\ 

3. us^ ±»e ^ebj sgs oisaa ai^boh siswhsw, bbi**»i bi^khi sie- ssx&s as 

3<>£ mx\M?\= SAIM, AH££ ^ Aibl^M, WigCH Ai£ DS AI±S8ZJ2| S3, fi*(Pre-paid)AIHI:i, gg 
(Banking)AiHI^ IS SOIoffll M^d 4 2iE* ±Um ^Ef *H|*J 01^#ai c^i g. m olStt 7>B» 2! 
£^£t XII3£!0. 

4. us^i ss^ 



CUT*) 



*«»]f cHyi aaaoi s? 



-22 




GSM ^ejEBPI ~1G 
C£T RE5PCKSE SIJW 3? 



GO RESPONSE B»W 




SBm*UTHR)3 MOW 



I HMJ 



XII s ^«CHI IttB 0I11£J Bi^lDfl ^dlEI = ^DfM ?hE£| LH^ E^^21 UEK* ggAIOII 7H^E. 
fl|2E^ s ^ SQi | [(>E oi^sai cho^iQii^oj oig^M 0|g*J" 4tS§*H UEm I-'gAlOll »SfE. 

HI3(a)E= X1I2ECHI [D-g ^^(Registration) SI ^(Terminat ion)°]g2Fg01l A1 CDMA °!S WH£I£ 4*t!AI0il 
A r gEI = SI ^ L1I0IE1 55S. 

X||3(b)E= X1I2EM [[IE ^2(0rigination)e!SShS0ilAI CDMA°! § UIIEIg Al CHI AI-gEIrr S MOI 

X1l3(c)E= '^1 X1I2ECH! [LIB E.^ A! E (Unique Chal lenge)2!S^S0iI Ai CDMA°Jg IfHEIg ^*SAI A^gE| = S! ^ 
q L1I0IE1 555. 

*II4E£ £ S3 Oil [CIE OlSld 31^1 Oil A|2| SSHISaiOIEI (SSD)^^] Oil Al XI x|E|g*H UEhB S^AIWI 7H^E. 
HI5(a)E= £ US Oil 0ISS£! E.^?ICHI A12J (COUNT )2t fi^CHi CHtt UEhtf StfAIOll 7H^E. 

X115(b)E = s s/-g(H| [[fs Qiei^ 1 B^ICHIAISJ SdS^M CHS* ^tSl*H U-E^ Sj^AICHI JH^fE. 



Of Of -E^ 



St 3 Of ^cftr % J &as/ ^&Jf^? 

SZH2| OlSSd A|±B!2I 3?, MiaCH SSEt OISSSUISI g?, SS^H BBtfllH 2lt!" MBl*r°i SHI SOI fiWr 
?lt EH^EIH 21D. OI» ^B^S^ E«?|2| 2^ UHSWI »g* r = BSf^lOil Sit!" Si 

* 

Dr*PW£, CDMA (Code Division Multiple Access) CIXI1 Al^gj^J 2^E si^EHi Aidl±t A|*tfr2£Lh 7i£ 

AMP3(Advanced Mobile Phone System)Oil A1 jj Oi U= jlggKI gg?IM BBS ag g»ag OOffl ^oKQ 3Q. 

SESh t£!gQt°l AM 3 2! = BSi Aldl^aaEIOi 7 HI SXISh CDMA^m *loh= ^EIUE^ OlSStl- A|^ 
S2rV?ll°J OldlLrEl* Aj^S2]-2J Ai AI^BOI AIM Di^l IU=IHI SMS] tMJ\?lf S*HA1£ 
7£ i^S5fQz 71632! tW* 2JP-. 



s e^g- av 7 ,^ H ^ g-- g^oj ^XilSMM *H3oPI £ISH 2SSAL ^DrM ?rE3 SSI ^ 

OlSSsTAI^BOil ESl^HSW. ^B^Xil E^IM 2J*J SSSSte HHSAI^IS SAIOiL AH££ k\U\ 

±1(011 AiS Lm A|±*JZ^2J gg, 2^(Pre-paid)AiHI±, SU (Bank ing) Aid! ± §)g SOISKHI - 
t[~ ±Utf= ^Ei 7til*t Oi^lA! Bi^l S! Hi 01©^ 7r^Ah eiS^Sini- SSHISQIIOIEI S^i'^i »l5Sr=U 

Oil SifiL £ SSMAI^ 7!£^ COMAtfSa-S S2I 0IS«d ±DrM 3?rEM «WH, H — ?rE01l 7rEJ 

Xl- °!§ ^UBI^HK CDMA l^J oj^Qil ^^£1 ggfflSh CDMA ^3 01 §16! CHI 5.^ H^DIEil g2JuFCfl ^?b|A|^ 

OHJEL ^ 3^EM Ol^ld e^ltHlAi °'§Xh E^ HUn^fDI XKHI EH^ 



5 § 7^AFQ1l ^ §a ^ ojgCHI §Sz ^71 ^hECHI Al^m, E^IOil ^ ^71 SA|2J B 

chi 2ii m= ^nm ^hi^ oigi^i b^im ^s^ck 

^DhM ?hE2J LH^ El-s ^i^, SMI CI^SBICHI 5HS^I-^ §hU°J 0^E1 KhS (MF; Master File)HK Ai^ 
CR£E|(Hi ^H^^ ^CHE t[LW 2gK^(DF; Dedicated File), ^ LH§1 Xig^h^ Cr^^J E^l Ehs (EF; 

Elementary File)S ^ a^l ^I^3r7l ^l^ Kr.^ ^I«»(ID; Ident if icat ion)^ WStlH, 
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E*i. B IS° 4-71 S«SW WKM. OlSBd BW7IM ^Ol-M 7rE7> ^UIEIEI, 4-71 BST7I2I ma-DIHB 

S^iaWH K!SH 5! 21 §0)1 gas 4-71 ±DrM 7rE(HI 4-71 EMf7IM St!- §SS 4-71 3§f7l 

qi gei§KJi ass oigea 9W?ib oisy 7 r aw eis^-awi sjchai, 7ixr£s*ei °!§t a^groi- 4-71 . 

7rE~LH^tHI 21= CHV(Card Holder Verification)^! SfSSte 3SOI(Verify CHV1)°I fl7*h= Jill IBM: £71 

±D*M ?rE LH^OII S= CHV(Card Holder Verif icat ion)2tS Sf2!*^ HI2EWI; 4-71 ^'tSOl &SaS 4-71 

:±OrM ?IE0il i§ 2!#&HBIS(RUN AL60RITHM)S§CH2| flgfi 2^?5rS 471 iOrM ?rE0ilA1 °!§WHE|g 

S 3437)1; HhS 221 SSCHOil 2J5HA1 4-71 ±OrM 7rE LH^fHI SS*! 32raS 7 r A12S gg OK RESPONSE) 

ti^fi 4-71 ±DrM ?h=M fi^SrS H5Er?l: 4-71 ±DrS ?rE(HIAI 271 HrS 23 SgOICHI ^Or^ ?FE LH 

^Ofl JsS 12r£S PhTaS:^ SBOI(6ET RESPONSE)! £t5SH3l 2!SS2h 2(AUTHR)B *s?»FS 3! 4-71 9i 

7IMAI 3 e!S32r2f(AUTHR)S S^OI- 7|?;i^££ g^SrS XII73?!I1 Stm= 21 1925 ttflh 

□32, 4-71 All 4331 CHI Ad 4=tSa=' SHS" e!SSma§ = £|xls^(Registrtion)°!e, =fS:(Termination)°ig, Us 
(Origination)^ ES 3H A|E(Unique Chal lenge)2J§ 5 CHh: ofU°J 3t ^323 tit*. 

Eth OISSS 2B7I0II ±U\E ?rE7r 7HIEIEI. 4-71 BBPISI ErEhOIEIS § 7>BWHI S*J §3 5=' °!§M 529 

gas g?\ ±nm 9fEM**i3aii. 4-71 ss7iw a*j gas 4-71 b^iwi »ei*km ass 01^12 bsmwaisj 

SS^Ig OIOIEI(SSO) 3d ggog ojOIAI, 7|X|5?H£^Ed UI3 QIOIB(SSD) 2322^0)1*11X11 B*l 2!HZt<RAND 
SS0)g aw 4-71 3U7ICHI X)£-8rS « IB*.: 4-71 ^OrM PrECHI 3]&ZtES(ASK RAND8S)S =01 fi^SKM. 4-71 

^QhM ? t ECHIAd tfttS! a2f2r(RANDBS)0l iOrM ?rEM WSHE* tt2> gAICHI n 12r2-M 4-71 9W7IM ST= H23 
»l; £71 3^7171 S2fSt(RANDBS)B QA| 7|XR°S SLHn LI- Ad, ±OrM ?hES HIH aiO|E1Sd(U P date SSO)S 
gCH2| fi^SrS X1I3B?1I; fe^l ^OJM ?rE7^ Ulg QI0IE1 45 S &nag(SSO Creation Algorithm)! 4=tS 

SfOl AHSS UIB OIOIE1(SS0.A. SS0.B)1 4S«Sr= »4BM; ^71 9B7I7I- 5|X|^SS!?a 7IXR AIE »°i(Base 
Station Challenge Conf i raat ion)DiAI7aS &01 4^1 — OrM ?rE01l 'UIS EdlOIEI *fej(Con(ir» SSD)S13CH°] M*jm 
fi^SrS aSBJJ: ^71 ±0[E. 2J§ &H£lgs ^*5Sr01 a3ffi(AUTHBS')» Uk\, ^IXR^S^EI 

s oi§AiiEh2J g2 r 2f(AUTHBS)2r fe^l CDMA°!§^n£ISS ^Itm mE 12r2i(AUTHBS- )S Hli2SrS fl|6B?1l; S 4^1 
3637121 U|iil3]U7h IJxISfe 2?M. *!3q|2| UIS UOIEKSSD_A. SS0_B)2tOI ^1 AIS.OI «SS SS UIS OIOI 
E1(SSD_A 9 SSD_B)S aaaa. n Ar^OI S7I SSr^lM SaH«, &^l B»7l7h 7IA-R(HIT1I SflSrS flTEfJIB itB 

tis, oisi2 ei-7i oil ±um ?^E7^ ^uiaa, ^71 e^-7i£i EhaoiE-i! e 7rawM s.^ §a s 2J§<hi 
gas ?^chi Tasan. 4-71 es?7iofl s.^ gas &-7i Bg7i(Hi Mas^ Xig-s coma oisiiJ 

S 0IE*i- 7rSAr 2!§^S(HI SICHAI, 6f7l ±0[E ?r=S^E1 CDMA 3il ^tStt §2r2,-(AUTHR)M g=-S Wl 13711; 6,-71 
^OrM 7rES 7hgM SI7I(READ BINARY (COUNT)) SUCH 3*! 9 S^SrS X1I2371I; 4-71 ^DrM ?rE(HIA1 7hgM B7| «! 
*50l &gas 1^ 9fSM(C0UNT)a* g=-0hA1 7|XR£S aLHOi 4-71 7|AR0ilA1 n 12> ?rSM 2.-1 DAI eiStL'EIS 

fiLH £s §^ aa&Ji; ^7i as^HMAi. 4-71 ±nm hewm aois 4-71 gir ?fSM(couNT)aa 4-71 sj^^e^i- 

7r7;in SIS 7)SM(C0UNT)2i# biaShS 5! 4-71 H4EPa2| d|I212^7^ ffl»8h= 1?MS. n 2»aSOI' CH 

on ai mmtm tngshs m'Etws 

OISK g^i! ESS S-i5rO) B g^AIOIIl 4-A»SI ^SSr7IS tiU. 

HUES B STSOI CUE "aiSSU Ef»7IM ^bia= iOFS 7rE°l LH^ Er^ ^51 UEKd! Stf AIM 7HSFE3AI. SXH 
6-gS°i CDMA 01 §2 51^ AligJg2| ^OhM ?£i n gOIISAI XIIAISrS 210IQ. 

B 4'AI0I|(HIA1S ±0m 5>rE LH^WI, CDMA SJgOfl £r^S 2§0), ^DrM 7rE LH^CHI XHirSH 1 CDMA OI§m2(HI 5ht? 
KraDIEIB g£JSKH. CDMAg iDrM ?hEM ^?St^ 201 Ch. 

OlEh gs CDMA lia OlMidt ±0m ?hE gillCHI MV=. 3.n Ql^ A1I7W gots U-^Ot ^SW 4= 
2iCK 
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A. 271 2S: °' 

a gAIWISJ 7^E3 «S£ ISO-7816 EhMI, H^2, g uhM3t #71 ^E2| 371 

At^ qi = ISO-7816 Eh^Sh GSM 11.1121 ^flj 5^1 [Q-EQ. 

B. CDMA 53 S^Oi 5! 7h£ M (COUNT)X^I »g 

7is^o^ ^ 0h E saassAn. 7i^2j lh^ aei ^£ s eisiw 53 s sat!- s*s ^ as ^HEIS 

l^t, K oF^ 3^ 71-ECHIAI OI^OiAlE^ till, 5^7! (Mobile Equipment: ME)= 5AI 52 S 

7I£BJ Oiling g^CH^ 6SM 11.11011 » S^JtlOi CDMA °i§I!|-§g IS-95011 &&?\9i 7IXR AK3I2J D| 

AIXI^K SBJEIOi 2iAI5, #71 5^7|(ME)2h ^E3H= 7hE AH3I2J 0UIA| = S^JEICH SfQ. CKfAL £ fe'AIWI(HIA1 = 
CDMA ojgCHI 522 S^CHp 3*i SSISHI, ^ £!S HhgCHI CHoH £DhM ^E2h B^l (ME)AK31M QUI XI xlEt ^SI 
SIAItHIh 

IS-950U1 = oigCHI 52*! E^DIEiM SSJSKQ Si^Dil , £ £AIWIQUi= 7l£2j 5^71 Etfl — 

*7«m, ojschi 522 ea^ nnfaiEii^ #71 ^e lh^ s^chi xistKfl gg^sis^&i sstja. 
nan, serai ei soii^ ea^i 2ss£(esn)7i- strata, 01 neraiEi^i- sis a- 52mot afsbck b its 

CH| A1= oigCHI 52*! aiOlEi^ ^DhM 5^E LH^tHI SSSfe 211 £J*|2£ m7l UH^tHI, — ?hE LH^Oil ± 

VIE. ?FE &!a»(SCJD)£ #71 5^71 H£E!:5:(ESN)2h ^ITS ZJS ggSK)! astern tlQ. 

Z|Z[2J gigon 52^01 I&SKJIE12h ^DhM 7hE S^Oil gEIBh2, Qg21 ilHl- ITCK 
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/Hf-W ■ i : — A* i I 
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!«AWDW243j SCJDCX2) j ^™ SSDj«6HjAlJGORlTWW| 
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NfINlt24) ' Nbw UPDATE 
| SC - T0Cffi) I RANDBSUaJ I 33r>_ALMJ S3D, 1 
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&y\ °i£ srnais(RUN algorithmic^ i^^°J idt»£ii stwpi *i*hai ?fe^j 3^21 »asK>i ?i 

^ 201 U. 

0|g^ Olg^ SSAIE2! 2^ ^DrM ? r E LH^OUi 2!§ltfiaS(RUN ALGORITHM)! ^« 

s r n, n iskauthr)! th^km asfi'Ehg slhesaj, °!§s!ehhi m srai- uihskm °isi 4tms 301a. 

#71 a JJS£ ^£2^(ASK RANDBS)S§OiS ?IXR AIE(Base Station Chal ienge)°]S2rg SWI 5 SB SOiU= 
, ±ti\E. ^EOil zjy (RANDOM )ZJ2! '■RAN0BS"(4H^O|M)^ 4521 9.=?t[~ ggOIQ. 

&y\ £° til^LilOlEi £22 (UPDATE SSD)gg01S 7IXR AIE(Base Station Chal lenge)ejgll-g g(HI ^ S!M IJOiLrS 
2££ SJgl* AH^^ blU Oil 01 El (New SSD_A, New SSD_B)2j &1 

go ui^cilOIEI 2}°! (CONFIRM SSD)2^CHS 71 AR A[E(Base Station Chal lenge)2!SSI-S SM -Dr^ ?rE LH^ 

^og Ai^i EH@2t(RANDBS)S 7rXin °"e^HB|gl *^A|?Ui EISS2KAUTHBS" )ff nan, SISfSEIM Ai 

3|Ah*h HKAUTHBS)Sh «0| ^OrM 5> r E LH^OflAI 711^ 12KAUTHBS' SxISrSAI Oj^l BximS 715 

UIB L1IOIEi(SSD_A^ SSD_B)ZtS #71 AH££ HIS HOI Ei (New SSO_A, New SSD_B)SJ 2t££ Ur¥S fiS & 

Eh 

C. ^D>M 71-E LH^ I&S! 72 S! LH£ 

CDMABB7I LH^^J IKKJIE1S S, ^BJWHI S*f 2^ §£(0111 13, 7 r 2Ah S»S!£(MIN)& 2! SOU &SS §Sr 

^o r M =?hEQii hsskh, sa^imi at* §^ bsrkmenw ^ch^ 

a ^AlWIQil CLi-E ^DrM 71-EH] LH^ Khg 721 X1ME1 SSmOi *na£S, 3*1 33 CI^SEIM «gte Or2E1 
S^(MF; Master File)(t1)Hh AIM CI^SEIM SHSSFS EfS(DF; Dedicated File)(12, 13)2K Sfi§> LH^l 73 S 
ShS Q.£°J 3?l EHKEF; Elementary File)(14, 15, 16)11 it^rll 21 Q. 

nEIH, #71 ^ Uri-'l #^5r7l £|£J UrS^ ^AKID; I dent i f ication)7h AI-g-EISCfl , g ^AIMOilAIS 2HrO|E^ 

sra£Di, aeiih aoi n s hihh dhoi^^ s^i d^ei i^(mf)(ii)hk ss e^(df)(12, i3)hk 9« kfs(ef)(14, 

15, 16)M1 ^?^^rn 2!Q. 
-*3F': Dl-^Ei Ehg(MF) 
-'7F': 2g Er^(DF) 

-2'F': D^EI Ur^(MF)^Qil>tH2i™ B?l EFS(EF), 
-B'F'i'SS EI-S(DF)aOB ^oH2»^ B£l Ur^(EF). 

nan, «?i 9?i »s(ef) ^^akid)m^ ^ 2g KtacoFjHmi ^« as spoils ^i^akid)! m^v $ 

KXISJ, DE S§ as CDF) ^Qil ^ g^OilS ^ A!a»(IO)fi Ah§e r «E ^g^Klh EJ! 2* iifiJ^ flBj 

(Select)SI^^^ OI^OtAlDI, E^ UrS Al§^ »S ^1»(ID)1 AFSSttH OI^CHSCK 

CDMA ±DF£ 7rE^J 3M H^(DF)^ 7IH^°' MdAibl^M SiS ^^(^S a ^ (Telecom) "01 a g^)2K CDMA 

id AiHi^ai- EhaoiEii s-n as ^(^s "cdma**^ g^)^ ^le^o^ icn^rO^ ^j-ek nan cdma s^ioii 

^MM ±Um ?hECHl SOmtSfe ErBrdlEil SEWKM ^ «U2| B?| El-s (EF)S. MfflOttfQ. 
S^OilAI OIIAI*!- mi Ur^' LHgS Eh^Sj i 29} ^EK 

£E6f, CDMA AI^BtHIAJ °JiXH OlSffl- SgSK ^£E(CQUNT)«S Ul^hS Ufe ^ KQ. 



di^ 1/ ojgftg 0 ,s^ oigo 3^1 A7[X\^ Lm 4= 2A= HK IS-95! gUSoKM g£l3r3, S ^(Resist rat ion)°Jg , 
°^AIE(Unique Chal lenge)°|£, gS(Originat ion)°!§ S! *TS:(Terminat ion)oigo^ L ^ 4, o.Q. 
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/cc 
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- PHE* 
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-HvtJOiw ^»n^n m smi 
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Jil2£~ B soEHI [[« CDMA 0I^#^ e^lQilA12J oje^M 0|g^ °fg ^tS^^M UEF^ S^AIOfl ^H^fEOI 

?;il3(a)£^ SI2E0II IVE E^CRegistrt ion) ^ ^(Termination) °tgHr§CHIA1 CDMA ^H£lg 
AlOil AI-g£|— ^ L1I0IE1 5^E0|H, ?:il3(b)E^ #71 X02EM [CfE ^2(0riginat ion)2!52rS0)l AT CDMA °j 
e ^HEie ^tSAIWI Ahgtl^ ^J-^ S' aiOIEI ^^EOIDI, 7dl3(c)E^ Xil2E(HI IttE BBAIE (Unique 

Challenge) °JS2r§(HIAi CDMA ^HEIg ^tUAl AhgE!^ ^ ^ UIOlEi i°dE0IQ. 

X1I2ECH! EAI^I m\ ^OL B ^SCHI CUE CDMA 0IE!£! E.^ICHIAi2J eie^M 0|g^ 7^Ar°]g *t! 1 , _Zl5l3- 
ogn E1 oigg S^^Oh £?\ ^DhM ?|-E LH¥(Hi S!^ CHV(Card Holder Verf icat ion)^ h l ^^r^ S^Oi (Verify 



CHV1)21 £1 H # £^tr2(21, 22), 3CHI CC^ £71 ^OrM 7rE LH¥(Hl CHV(Card Holder Verf icat ion)«g ^sKIl 
(23), 3 tit! 01 SSEIS £71 ±DrM ?rEQil EigBHEIg(RUN AL6QRITHM)3gO)2J fe'?gl 2^5r(3l(24), £71 ± 
□*g'?hEWAI oie^HBHOI *«H£5 ^ *(25). SSCHCHi 2JMAI — Dr^ 7rE LH*M £5£9 S2FZt 

S 7ffl2£ 3S0KGET RESPONSE )M £*!*KH 2!SS]Kt(AUTHR)e MShE* SHI (27), E^7ICHiAi H,°i^2 r a. 
(AUTHR)# B^gW 7IXRE£Jt5ot^ 2(28)00 01 ^01 SI <M $ SiD. OIUH, £71 MS E'EBHEie^ «*l 
Ml^gistrTimyej'iT "*fs"(Termination)e!g, ^(Origination)*^ E^ E^AIE (Unique Challenge)*^ § CHE 

HEIH, £71 AS l^(Registrtion) a *Ti! (Termination) °J§ BuIBIS ^t»AI OISEI = B3U0IE15, 21^ BEKM 
E1E' y*X(RAND)2K ±C»M 7rE LH^ ESDI El °" ^0^?rE HS3SXKSCJD), 7hS» 3»S£(MIN1), a 2!§5hS 
QIOIEiei UIB DI0IE1(SS0.A)£ ^££|H, £71 (Origination)*^ STI1EIS 4tSA| 0183 = B^l DI!0|E1 = , 
£j- HrEmiEiE" y4^(RAND)HL ±Um 7rE LH^ EEraiEIS! ^fill^JL^S*!* *K?CJ9) 2h 21 " MH]|E12! i&L 
^(DIGITS) LH^ E^raiEIS! ^S^S QIOIEi(SSD-A)g OI^OIAIDI, £71 BSATE (Unique Challenge) °J£ ItHEIS 
'^a'Xr OISEI= B^M HOIEIS, 2I¥ eTeHDIHE' E^^RANDR, ±DrM7[-E LH^ E^DIEIS! AIM S X||27rBX|- 2*r2 
2(MIN1, MIN2), ^DrM^E I1°^XKSCJD) 3! 2]§ 5hS tiiOIEiE' SSHIS QIOlEi (SSD_A)£ OI^OiSQ. 

A1I4E^ £ B-SOil COS 0I = €£! E^?I0U1°J HIB QIOIEUSSD) UErtf il^AIOll 

E3WI EA|£! HKI- SOI, S STSOfl WE CDMA 0I^#£! E^7IOflA19 £° HIS QI0IE1 (SSD)S; 4t3§*r=, 71X1 
^ogH E] go y,^ moiEKSSD) ^^IR^DilAHAIl St| S!SSt(RAND SSD(56bits))# STOI- BB71CHI fl§^rH(41), ^ 
CttM^EOfl 12h^E^(ASK RANDBS)S.gCH°l 2^01(42), £71. ^Dr^7rE0Ui gi!S 12r£(RANDBS)# ^Dr^ 

7rE0il X1£^I!h § At Oil 3 lUr^M SyjQ(43). 

E^l= 3 12ha(RANDBS)l QAI 71 A|E E^? Oil A| A| (Base Station Chal lenge Order Message)CHI £CHA1 7\X\^2. 
5 MLHH(44)UAI, S° HIB HI Oi El (Update SSD)SgOi^J 2^0(45). 

^Dr^ 7rE7h g° U|Sj LilOIEI ^HEIM(SSD Creation Algorithm)^ ^tS^KS AH^S 5^ Uls LilOlEi 

(SSO_A, SSO.B)M 4SgtHlK46), 3EiH UAi, V^7\?\ QAI 7IARES^E1 AIE 5*5! (Base Station Challenge 

Conf irmation)DllA1IAIM *£0\ 7FECHI 5° Hl^' LilOIEI ^(Confirm SSD)S^Oi^J M*JM flWQ(47). 

ny^, ^Ql-M 5I-E7I- CDMA °ie^HEie# ^tiJorOI §2F2f(AUTHBS' )S ^5 ^5rH(48)UAi , 7IARH^^E1 ^ E'S^i 
Ei2J 12r^(AUTHBS)2h £71 CDMA E'e^HEISl *S*fO| 2^ ^2^(AUTHBS' )S U|IHu^(49), ^X|5r9 
UIS IHI0IE1(SSD_A, SSD_B)SS £7! AH^OI ^5£S HIB LH0IE1 (SSD.A H SSO.B)^ S4!$H1(51), 3 AF^l BB 
ISSrCH, £71 BB7I7F HIB Q1I0IE1 3d ^2! ^^(SSD Update Confirmation Order) MAIXIM ItH 7IAR 
(Ml 71! MLHAIE^ tlQ(52). 

bh^QiL £71 ■E'§il | E12J ^2F^(AUTHBS)I1F £71 CDMA E'S^HEISl 4=^5hCM 32^(AUTHBS' )s dimtt 1^71- 

QS3(49), ^AH2J g° blB E1I0IE1 (SSD_A, SSD.B)^ gdJShW STU HEH^ S XH£, 3 A^'l E^7|S l^hCfl, 
£7| E^I7|- HiB QUOlEi 7i^ R^(SSD Update Rejecion Oeder)DljA||XIM l^H 7|AR£^ MLHE^ oh^ 21 
OIQK50). 

t^s/CDMA '7tej'» E<S^J OE ohUBJ «^^^AL ±DrM 7rE2h °i S 3! EhCHI Al X|g3rH ?^E(C0UNT)2:i HIS 

m£ # &si oii^Ai i ^ 21a. oi tin . 7r^^ Hiinsr^ mn~ htii fi^ hfshi- a4! ^g£^ ? 

IT5 -r I ■ 

Ail5(a)E^ S ^SOil CaE OlSld BB7I01IAI2J 7r^^(C0UNT)2i: S^(HI CH^ ^Ji^l UEftf gfe'AIWI PH^EOIH 
, SI5(b)E^ s SSOi | [D/ ^ QI§Sd E^7IWIA|2| ^^R^Oil CH5J- 4^«^*rt UEfS a^'AIOll ^H^EOIQ 
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£?\ ?hSM 2.1 2FS(fll5(a)£)S ^tj M E= °!§»S ^ ^ *1!SD. 332, £7i 7r£M SdlU-SO 
5(b)E)i Al^OUi 33 2? 4**! 3 = 210IDI, OlEltJ- 7r£M £7 Shglf 9>§M 34! 2r§£ 

ah^^ i^oii ssisw am, 8Hsa»*i(GSM)3Boifi 7 r Ai2 #£si ud l j « kd. 

C0MA qi^^ai Chacon jyg 27 »S B , Xil5(a)E(Hi EAIS Uffih —Of"— 7rE£^E1 

cdma'sss aaa(AUTHR)s grn uaicbid, ±e»e ?fE£ spread binary (count))s^ch tftis a 

^mO](512), £?l ^EOUi &g£IS(513) 7rS^ (COUNT )# ^0 r A1 SS/g-a: IIOIAI gg QUI XI 

(Registration/Origination PageResponse Message)! SSH 7|XRE£ £LHffl(5W), £7! 7IARCHIAI 3 IK 7F£M 
(C0UNT)2S BTQW DAI 2ISSEFS aaCK515). 

SISSEHWAiS £71 — OrM 7rEQUi ^CH£ £71 S» ^SM(C0UNT)2J» 2!§*yEPr 7rAIH 2J= 9i£ = 
(C0UNT)2JS UIIH^h01(516), S»SrE! 3 affl-ESW CH^H AHgjtfiaS_^mi>(517), SI'S CHI £71 ±UtE. 7rE(HIAI 2 
Q\* £J\ I2h ?hgE(C0UNT)2f2F °]g*i]Er7r 7 Will 2J= ?ISM(COUNT)2TOI Ai£ CfiS 3 251-32011 CHtHAI^ SIf 
5»S SX|AI?I= 30ICK518). 

S SSMI C&S CDMA 3Bf?IO0A|2J a4! £>^l 2[™ ^>t» B*r=> 15(b)E0il EAIS fctt» 301, B^7I 

?|. ^IXRE^^EI ?r£^ ^ai ggg ^£3(521), ±U[E ?hE0il ^71 (READ BINARY(COUNT))ggCH ^Ji fi7 

mO!(522), £71 ^DE 7rE0ilAi ^71 (READ BINARY)^ £tSEIE^ SKM(523), BiT7|0Ui J. 1^ (COUNT) 

^ Hh 0hAi $ qa| ^DhM 7hE£ 7r£M 3 £! (UPDATE B I NARY ( COUNT ))ggCH £*JM fiWQ(524). HEIH LM, 
-aqi-e ^E£^E1°I IHI- ? r =M(CGUNT)2Jt ^OrAi 7|AR£S £LH2(526), £71 7|AR£ H 12* 7r£M 2tl 
^0fA1 DAI °!£*!!E1£ MLHDI(527), £71 °J£*!!EiCHI A1^ 3 2 Oil «Smr£ 7r£M^t 1g7rA17l^ 20ID- 

(528). 



301 £ ggOil t[}^3, 7I£^J CDMA *!lBr£ g°i 01 ^2 it E^7I01I ^DFM 7hEl ^7^Q, □ ^Dl-M 
^ECHI °ie ^HEie2K CDMA oigQII S^OiSK CDMA Olg^^CHI E|-EhDIE1M g^Jol-01, 

nm oie^ sg^oi 71-^fe^ ^es^i, ^^^xm ij^^o^ hhx^fe^ o^^di, ai^ efe ai^^zi 



^57; 

1. ^A|BJ 0IgM.d.E^7ICHI 5?FE! ^d|AI7IEL £71 01= E^ f 7|2] E^DIEIM g 7f^JA|-CHI ^ 
SS oi oi gCH , ^e^i A^j .a^e ? ^(HI A1££|H. E^7|0ii =^ £71 SAISJ Oie E^ K 7I LH ^ Oil ^ 
2v g g| Sra £71 ^DhM 7hE^J LH^ HFB SSI CI^ISEIOII oHS^I-^ SJUSI Dh^Ei a^(MF)HK Ai 
M DSISEIM. ^OIE ShLra 3g n^'(DF) S i'fi^ LH^l XI5W= D^ 391 u^(EF)l itTShEl, £ 
21 z| ^o, 1M . Ajg§^| o|^h as ^a»(ID)7h ^£ICH, £71 2| K^l S iEhSHJ AISA1 £71 "EfB ^^Ah 
(10)1 01^^ 31 ii£S of^ ^DhM.?hES ?UI*!- 0I§#£! BB7I . 

2. Olgld E^7i0ii 7hE7^ ^HIEIEL £71 aEfDIEIS S 7^^CHI ^ §S a oi^Oil 
gg^ ^□(.e ^(-c^i c h o^ ![H | ^ a^| chichi ^dlSFOI AISS OI^M^J E^ h 7ll 

01 7^AF aggjgjoii o,CHA1, 7|ARH^^E1 °Jg| fi^^OF £7| ±U[E. 7E LH^Oil Si^ CHV(Card Holder 

Verification)^! STSISe S^CH^J £t«! R^h^ £71 ^Dr^ 7rE LH^Oii CHV^l »2!*r£ J&2& 

Ttl; X1I2B71I^ ^t«OI A^j ^ Dh E ^i-ECHI °)§BHEIs S^Oi^J ^t«l fi^oh^ Ail 3^711 ; £71 ± 

QtE. 71-ECHI Ai °jg ^HEIMl ^t«uh^ XiMB/lh US S^CHOil BJMA1 £71 ±U[M. ?rE LH^Oii 12r^l 



[:§~m.^ ^110-0228021^] 



7FA1E= S^CH^J g*!t #71 ^h^CHi £^oF= X|] 5EKHI ; #71 ^OFM 7FE0U1 #71 Hl-S 2^ SSCHtH! StfHAI 

^□FM 7FE LH^Oil S»ZfS 7F73E^ S^Oil tftSSKN E'1S2F 2T(AUTHR)S #^5F= AilBEJI; S! #71 ES 

7IQU1 #7i SJlll^t B^arOI- 7|AR££ SAShS HITBTIIff StfSfe 21 «S?S *F^ — Ql - — ^FEl 7BI*! 1 
Oiei-M ES7IBJ 7F^AF °!S»e!. 

g^t^ 3. XII2*HHI 2J0U1, #71 MA^nmM ^tSEI£ E'gijnaeS, ?lxl§^(Registrt iorOSJg, ^ 
(Termination)*^, IS (Or iginat ion)°!S , E = &gA|£( Unique Chal lenge)2!S S SHJS! 21 ^3E£ <^ 
^□FM ?[E| ^H|*j- OISS£! 7FSAF E'S^S . 

S^S 4. «I3*HHI 2A01AL #71 ?lx[em(Registrtion) S ^(Termination) °!§ W^BIg ^t»A| 0|gE|^ S§? 
LilO|E1 = 21^ EFEFDIEiE' y^2f(RAND).]lL ^0FM?FE LH^ ahEWIEie! ^QF^7rE 2S*!a7J(SCJ0), 7FSAF S»SS 
(MINI), E 1 2JSE^ QIOIEiei.SS HiS L1IOIEi(SSD_A)g OI^CH*! 21 ^9E£ Sfe ^DFE ^Hlti" OieSd 

ES7l^i 7F£JAF E'S^E , 

S^f* 5. SI3SHHI SICHAi . #71 SsCOriginat ion)°!§ SJHEIg 4=tSAI OI^EI^ IHI0IE1= 21^ IIFBFOIEi°i 
y^&(RAND)2K ^0FM7FE LH¥ E^hDIEHEJ ±DFM7FE H£^XF(SCJD)SF, 2!^ HFEFQ|Ei°l &i!32(DI6ITS)2K LH 
* EEmiEia £S HIS LilO|E1(SSD_A)S OI^OIS 3 it USES — OF^. 7FE1 ^HlEJ- Ol^Sd ES7I2] 7FEJAF 

Ol ZS fcll-tH 
o o »=* • 

S^fT 6. 3^CKI 2J01AL #7! ESAIE(Unique Chal lenge)°!§ ^HEIs ^tSAI OlgEI^ £J^Lil0iEi = 21^ EFEF 
OiEiE' y^2f(RAND)2h # ^DFM7l-E LH^ IFEFDIEi°i M 1 S A1I27F2XF SjStMINI, MIN2), ^0FM?FE I2S*!S WSCJD) 
S LiiO|E1Ei HIS CH0IE1(SSD_A)S Ol^OiS 21 SF^ ^DFM ?[Ef ^Hl*h 0I£#£! ES7I2] 

7FSXF E's^ . 

g^t> h 7. Ol^Sd BS K 7l0il ?FE7F 7HIEIEL #71 E^S h 7l2J EFEFDIE1M § 7F£J WWI E^ §S S E'^Oil 

^eiei ^ Df E ^(-ECHI Ai&Ein, E^ltHI E^ SS^ ^1 E>s?IM ^El^fOI AI&& Olgld E^IQilAi 

SU g° UIS UOIEI(SSD) 3i! ^(Hl S^OiAl, 7|AI^E^^E1 HIS DHOI-EI (SSD) adfl^MAII^Ig 
(RAND SSD)1 gTOI- fe^l E^IQii Xl§^r= SHEW; E^IOllAi ^71 ^DFM ?FE£ 32BtS*(ASK RANDBS)S^O] 

^'tn a^ui-oi, 4^1 ±uie ^echiai ^as ^h^(Randbs)oi ±um ?fechi ais-eie^- t^ir ^ai chi n m^e s 

XiI2E^i; £?\ E^l^r ^1 ^DFM .^I-E^ £t«3H^(RAN0BS)M ^lARES 2^ — ?rE 

S HIS LilOIEI^d (Update SSD)2£D^ ^tSl &?\ — DrM. ?hE^ HIS QI0IE1 » 

n^lgl 4«SKM AH^S HIS tyO|E1(SSD.A. SSD.B)M ^^o^ Ji^Tt: £V\ BS^i^r 7|A|^E^E1 ^IXR 
AIE D1I All AIM BTOf ^1 ^Dr^ ?fEQil HIS L1I0IE1 SgOi^J ^'^M R=?t^ li\S^7\\: g?\ — OF— ^ 
E^ °ig »HE|gS 32h2(AUTHBS")S ^1 ?IARE^^E1 ^ E'§^E^ li^(AUTHBS)^ 

^o^e =?^E2J !Hf^(AUTHBS'm HIIH5^ A1|6E^I; ^ fll6B*l^ g^Oil, ^A{|^ S° 

HIS LilOIE1(SSD_A, SSDjWSMI ^1 AH^OI HIS QUOlEi (SSD_A S SSD.B)^ gi!E|CM. 3 Ah^'l #71 SB" 

711 loH #71 7|ARE^ Ail?E7iil ittjiste 21 H9E£ Sfe ^DFE 5FE1 ?UI*J- OI§^£i E^7I^J 

his aoiEi 

8. BITtHHI °i01A1, #71 16E^I2J HIIH12F7F C^g, **XH°1 HIS CilOIEI (SSD.A, SSD.B)^! 35i!5l- 
73 3CH^ S *L 3 AF^OI #71 ES K 7I^ ISEIE^ tlO\ , #71 ES h 7l7F HIS CIIOlEi 711 MAI 
All #71 7IARE^ I^fc Ail8E^ll □ E^F^ 21 192^ ^F^ — DFM 7FE1 ^?HI^ Olg^Ai c^7l 
2J 5° HIS C1I0I El 2£! ^S. 

9. Ol^s^ ES7IWI ^DF^ 7FE7F ^HIEIEL #71 E^7|2j EFMIE11 g 7FSXFCHI §S S E'^CHI 
^gg ga^ #71 ^DF^ 7FE(HI Ai#EIH, E^7I(MI E^ #71 E^7|0il ^EloFOl A]#^l CDMA Oieed E^ 
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711 01^ 7F2J» oig^CHI °[CHA1, #71 7|-E£^E1 CDMA SlgS il^(AUTHR)! *B = flUE^I; # 

71 ?fES ?t§M 371 S^Oj fe'Sg #71 ±Um 9tEWM £7! gSOl 3 

SjU- grOW #7) °Jg*[iE1£ #71 oig^Ei(HIA1 #71 ±U\E. 7|-E(HIAi §{ 

CHS ?hSM(C0UNT)2fSf #71 eig*!!Ei7f 71-XIH ^SS (C0UNT)2tS HI5!Sfe HI4EWI; K #71 H4B3I 

^.^HlinilW i^xim^ §°(HI°t, 3 Sa-asOil CHoHAI ^sofz XH5ENfllt 2# ^3£S §fe 

±U[£=l 7E1 ^Ul*j- CDMA 0IS14! Bi- h 7l°J 7^tt °!§»e!. 

S^S 10. HI94MHI SJOiAi, 7FSE g£! S77F 2i§ S°CHI -g£!g 4tSofe MSZmM □ Et^^ 211 

igog ^El ^UI*J- CDMA Oieid E^ h 7l2J 7^X1- eiSSg . 

11. SHCEHHI #71 gA|g «I6&M = . Bi^l^ £71 7|XR££^Ei 

^ai uhOQi^ #71 ^DFM 7^ECHI 7h£M £{71 SUCH £tSt fi^?Sfe #71 ^DFM 7FECH! A1 ^SM gj 

J\J\ aj^hej ^ c h a^ j[H j Ai □ ^gE&g ^0hA1 S°|2| JIM^l ^, QAI #71 ?fES 
^ai BI83?fi; #7I ±DFM ^E^EI^i §21- ghg ^0U1 #7| 7IXRM °!g*!!E|- 

sl^sfe «9EWI; S! #7l*°ig£!!E1DilA| 3 2aa:S<HI SlSSfe 2Jt #71 °J2J^J M\^^ S?W?I£ M 
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